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About this Guide

Understanding risk is the foundation of effective protective security.

A well-considered risk assessment helps organisations make informed decisions about how best to protect people, premises and operations. It is not about predicting every possible scenario—it is about identifying reasonably foreseeable risks and implementing measures that are appropriate and proportionate.

This guide explains the principles of protective security risk assessment in plain English. It is intended to support awareness and should not be considered a substitute for a detailed site-specific assessment.
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1. What is a Protective Security Risk Assessment?

A protective security risk assessment is a structured process used to understand:

· What could realistically happen?
· How vulnerable are we?
· What measures are already in place?
· What improvements are reasonable and proportionate?

The objective is not to remove all risk. Instead, it is to reduce risk to a level that is appropriate for your organisation through sensible planning and practical improvements.



Legal Requirement

Martyn’s Law does not require organisations to eliminate every threat. It requires those responsible for qualifying premises and events to take a proportionate approach based on their own circumstances and responsibilities.



2. Why Risk Assessment Matters

Every organisation is different.

A sports stadium, community centre and hotel may all have legal responsibilities under the legislation, but their risks, layouts, visitor profiles and operating environments are very different.

Risk assessment helps ensure that security measures are based on evidence and judgement rather than assumptions.

It also supports:

· Better decision-making.
· More effective use of resources.
· Stronger governance.
· Improved resilience.
· Greater confidence among staff and stakeholders.



Meraxes Advice

Good risk assessments are living documents. They should evolve as your organisation changes, not sit untouched on a shelf.



3. The Five Principles of Good Risk Assessment

Principle 1 – Understand Your Organisation

Consider:

· What type of organisation are you?
· What activities take place?
· When are you busiest?
· Who uses your premises?

Understanding your operational profile provides the context for every other decision.



Principle 2 – Identify Reasonably Foreseeable Threats

Think about:

· Crowded public areas.
· High-profile events.
· Deliveries and service access.
· Unauthorised access.
· Suspicious behaviour.
· Vehicle access.
· Lone working.
· Public disorder where relevant.

Focus on realistic threats rather than unlikely scenarios.




Principle 3 – Identify Vulnerabilities

Ask yourself:

· Where could people be most exposed?
· Are entrances appropriately managed?
· Are emergency exits accessible?
· Are communication arrangements effective?
· Would staff know what to do?

Remember that vulnerabilities may relate to people and procedures as much as the physical environment.



Principle 4 – Review Existing Controls

Most organisations already have measures in place.

These may include:

· CCTV.
· Access control.
· Fire evacuation procedures.
· Staff training.
· Security lighting.
· Incident reporting.
· Visitor management.

The question is not simply whether controls exist, but whether they are suitable, understood and maintained.



Principle 5 – Improve Proportionately

Prioritise improvements that:

· Reduce risk.
· Are practical to implement.
· Represent good value.
· Can be maintained over time.
· Support existing procedures.

Avoid introducing measures simply because they appear impressive. Effective security is rarely about complexity.



4. Common Threats to Consider

Every organisation should consider threats relevant to its operations.

Examples may include:

· Marauding attacks.
· Corrosive substance attack
· Vehicle as a weapon.
· Suspicious packages.
· Unauthorised access.
· Insider threats.
· Hostile reconnaissance.
· Public disorder.
· Protest activity where relevant.

Not every threat will apply to every organisation. Your assessment should reflect your specific operating environment.



5. Identifying Vulnerabilities

When reviewing your premises, ask:

· Where are people most likely to gather?
· Are entrances and exits clearly managed?
· Could visitors easily access restricted areas?
· How quickly could information be communicated during an emergency?
· Are staff confident in their roles?

Simple observations often reveal opportunities for improvement.



Good Practice

Walk through your premises as though you are visiting for the first time. Fresh perspectives often highlight vulnerabilities that have become part of everyday routine.

6. Evaluating Existing Controls

A common mistake is assuming that because a measure exists, it is effective.

Consider:

· Is it working as intended?
· Is it maintained?
· Do staff know how to use it?
· Is it documented where appropriate?
· Has it been reviewed recently?

Protective security relies on people understanding and applying controls consistently.


7. Prioritising Improvements

When deciding what to address first, consider:

· The potential impact.
· The likelihood of occurrence.
· Ease of implementation.
· Available resources.
· Operational disruption.

Small, achievable improvements completed consistently often have a greater long-term impact than ambitious plans that remain unfinished.



Meraxes Advice

Prioritise actions that strengthen your organisation’s overall resilience. Improvements that enhance communication, training and planning frequently provide benefits across multiple emergency scenarios.










8. Common Mistakes

Avoid:

· Copying another organisation’s assessment.
· Focusing solely on physical security.
· Ignoring staff knowledge.
· Leaving assessments unchanged after significant changes.
· Treating the assessment as a compliance exercise rather than a management tool.



9. Five-Minute Self-Assessment

☐ We understand our operating environment.

☐ We have considered relevant threats.

☐ We know our principal vulnerabilities.

☐ Existing controls have been reviewed.

☐ Improvements have been prioritised.

☐ Responsibilities are clearly assigned.

☐ Risk assessments are reviewed regularly.



10. Key Takeaways

· Risk assessment supports informed decision-making.
· Focus on realistic threats and vulnerabilities.
· Review people, procedures and physical measures together.
· Prioritise improvements that are practical and sustainable.
· Risk assessment is an ongoing process, not a one-off task.


11. Ready for a Site-Specific Assessment?

This guide explains the principles of protective security risk assessment, but every organisation has its own operating environment, challenges and priorities.

Meraxes Secure Ltd provides structured, evidence-based risk assessments tailored to your premises, operations and legal responsibilities. Our approach helps organisations identify realistic threats, evaluate existing arrangements and develop practical, prioritised improvement plans without unnecessary complexity.
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