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About this Guide

People are at the heart of protective security.

The most effective emergency plans and physical security measures can quickly become ineffective if staff are unsure what to do during an incident.

This guide explains why staff awareness is essential, what organisations should aim to achieve and how simple, proportionate training can improve preparedness.

It is designed as an introductory guide and does not replace organisation-specific training or exercising.
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1. Why Staff Matter

Protective security is not solely the responsibility of managers or security personnel.

Receptionists, volunteers, bar staff, cleaners, maintenance teams, supervisors and contractors may all be among the first people to notice unusual behaviour or respond when something unexpected happens.

Well-informed staff are more likely to:

· Recognise potential concerns.
· Report suspicious activity promptly.
· Remain calm under pressure.
· Support members of the public.
· Follow agreed emergency procedures.
· Assist emergency responders where appropriate.

Confidence comes from preparation, not from expecting people to improvise during a crisis.


Meraxes Advice

Training should build confidence, not fear. Staff do not need to become security experts—they need to understand their role, know how to report concerns and be familiar with your organisation’s procedures.


2. What Should Staff Know?

Every organisation is different, but staff should understand:

· Their role during an emergency.
· How to report suspicious behaviour or activity.
· How emergency procedures are activated.
· How information will be communicated.
· Where to find relevant procedures.
· Who to contact if they have concerns.

Training should always reflect the nature of the organisation and the responsibilities of individual roles.


3. Recognising Suspicious Behaviour

Most people visiting your premises will behave normally. However, staff should feel confident reporting behaviour that appears unusual or out of place.

Examples may include:

· Someone attempting to access restricted areas without permission.
· Repeated or unusual interest in security arrangements.
· Attempts to avoid normal entry procedures.
· Unattended items in inappropriate locations.
· Behaviour that causes genuine concern based on the circumstances.

Staff should avoid making assumptions about an individual’s intentions or appearance. Observations should be based on behaviour rather than personal characteristics.


Good Practice

Encourage staff to report concerns promptly, even if they later prove to be harmless. Early reporting allows managers to assess the situation and take appropriate action where necessary.


4. Responding to an Incident

Staff should understand:

· How an emergency is declared.
· How they will receive instructions.
· Their responsibilities for assisting visitors or customers.
· When to contact the emergency services.
· The importance of following established procedures.

Clear communication and calm leadership can significantly improve the response to any emergency.





5. Building a Positive Security Culture

Protective security works best when it becomes part of everyday operations rather than an occasional topic.

A positive security culture encourages people to:

· Speak up if something doesn’t feel right.
· Report concerns without fear of criticism.
· Take responsibility for safety.
· Learn from incidents and exercises.
· Support colleagues during emergencies.

Leadership plays a key role by setting expectations and reinforcing the importance of preparedness.



Meraxes Advice

Short, regular discussions are often more effective than a single annual training session. Consider incorporating protective security into team meetings, inductions and refresher training.



6. Planning Your Training Programme

When planning staff awareness, consider:

· New starter inductions.
· Annual refresher sessions.
· Role-specific training where appropriate.
· Briefings following changes to procedures.
· Lessons identified from exercises or incidents.

Keep records of attendance and review training regularly to ensure it remains current.








7. Common Mistakes

Avoid:

· Assuming everyone understands emergency procedures.
· Focusing training only on permanent staff.
· Delivering training once and never revisiting it.
· Using complex terminology or unrealistic scenarios.
· Failing to record training delivered.



8. Five-Minute Self-Assessment

☐ Staff know how to report concerns.

☐ Emergency procedures are understood.

☐ Training forms part of staff induction.

☐ Refresher training is delivered periodically.

☐ Volunteers and contractors receive appropriate information.

☐ Training records are maintained.

☐ Leadership supports a positive security culture.



9. Key Takeaways

· People are your greatest protective security asset.
· Training should be practical, proportionate and relevant.
· Encourage early reporting of concerns.
· Build security awareness into everyday operations.
· Review and refresh training regularly.


10. Ready to Develop Your Team?

Effective staff awareness goes beyond presentations and policies. It should equip people with the confidence to recognise concerns, follow procedures and respond appropriately.

Meraxes Secure Ltd delivers practical protective security awareness sessions tailored to your organisation, helping staff understand their responsibilities under the Terrorism (Protection of Premises) Act 2025 while building confidence through realistic discussion and scenario-based learning.
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